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Abstract—The Digital Forensics involves collecting, 

analyzing and presenting computer-based evidence in court. 
The Internet of Things (IoT) is a network of electronic devices 
that are linked to the internet. As IoT devices multiply and 
integrate into our lives, the need for them to be covered by 
digital forensics is increasing. However, collecting and 
analyzing data from IoT devices present unique challenges such 
as limited storage, processing capabilities, the use of multiple 
communication channels and proprietary data formats. Digital 
forensic investigators need specialized knowledge and skills to 
manage IoT devices and the data they produce. This article 
reviews recent literature on IoT forensics, outlines the digital 
investigation process, lists IoT-related computer crimes and 
discusses open problems faced in IoT Forensics. 
 

Index Terms—Digital Investigation Process, Digital 
Forensics, Internet of Things (IoT), IoT Forensics 

I. INTRODUCTION 

Digital Forensics comprises collecting, preserving, 
analyzing, and presenting computer-based proof in a court of 
law. Digital devices and systems are required to be 
investigated using scientific methods and techniques to 
ascertain the source, nature, and scope of any alleged illegal 
or unauthorized activity as well as to retrieve crucial data. 

The term "Internet of Things" (IoT) describes a network of 
electronic devices, sensors, and appliances that are linked to 
the internet and can exchange data. IoT is significant because 
it makes it easier to automate processes, increase 
productivity, and better user experiences. As more and more 
devices connect to the internet, IoT is becoming more and 
more significant, opening up new possibilities for both 
individuals and businesses to improve their everyday lives 
and business operations. IoT can be used fraudulently by 
hackers, just like any other technology, for nefarious ends. 
Data breaches, identity theft, and other types of cybercrime 
may result from cyberattacks on a huge number of connected 
devices and the enormous quantity of data they produce. 
Additionally, if IoT devices are compromised, they could 
seriously disrupt essential infrastructure like power grids and 
transportation systems. 

As IoT devices multiply and become more integrated into 
facets of our lives, there is a rising need for IoT to be covered 
by digital forensics. These devices produce enormous 
amounts of data, which may be useful in investigations, court 
cases, and intelligence collecting. In digital forensics, having 
a thorough grasp of the tools and technologies used in a case 
is essential. IoT devices present particular difficulties for data 
collection, preservation, and research as they proliferate. For 
instance, IoT devices frequently have constrained storage and 
processing capability, which can make it challenging to 
collect and analyze the data they produce. Additionally, IoT 
devices frequently use multiple communication channels and 
protocols, which can make gathering and analyzing data 
more challenging. Additionally, they might use proprietary or 
unusual data formats that call for specialized tools and 
methods to analyze them. To manage IoT devices and the 
data they produce, digital forensic investigators must possess 
specialized knowledge and abilities. This entails 
comprehending the hardware and software elements of IoT 
devices, the communication methods they employ, and the 
techniques used for data storage and processing. 

 
The following are the values supplied by the paper:  
1) Selecting and investigating the recent literature on IoT 

forensics and clarifying the development of IoT forensics 
research;  

2) Highlighting the distinctions within standard and IoT 
digital forensic procedures;  

3) Enumerating IoT-related criminal activity involving 
computers; 

4) Mentioning open IoT forensics issues.  
 
The remainder of this publication is divided as follows: A 

literature survey is provided in Section II. A brief description 
of the IoT and digital investigation method is provided in 
Section III. The different attack types against IoT 
technologies are discussed in Section IV. Some open 
problems are covered in Section V. Paper is concluded in 
Section VI. 
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II. LITERATURE REVIEW 

This section provides a thorough literature review of IoT 
forensics research in order to obtain a thorough 
understanding of digital forensics in an IoT environment. In 
order to accomplish it first journals were selected [1-65] 
namely, Elsevier, IEE, Springer, AMC and Weiley. In these 
high impact journals, different combinations of the following 
keywords “Forensic", "Investigation", "Evidence", "Things", 
"Internet of Things", and "IoT were searched. From the list of 
papers available, journal publications and conference papers 
published in English were included keeping a check on their 
title, publication year, and language. Complete texts and 
abstracts of the chosen papers were examined to confirm their 
applicability. For further analysis, the cited data, abstracts, 
and keywords of the articles were noted. As shown in the 
Figure 1, the following process led to the extraction of 58 
papers written between 2010 and 2018. 

 

 
       Fig 1. Distribution of research papers [1-65] 
 
According to the classification of research papers by their 

publishing year from 2010 to 2018, the overall number of 
papers increased substantially in 2018, whereas it increased 
gradually in the other years. This suggests that, as a result of 
the widespread use of IoT devices in industry and everyday 
life since 2016, the study on IoT forensics is moving into a 
new era of rapid growth. Five categories—survey papers, 
models/frameworks, forensic methods, forensic systems, and 
forensic techniques/tools—are used to group the 58 papers 
that were retrieved. 

Forensic methods to analyse IoT were the subject of 
continuing study between 2010 to 2018 with the goal of 
providing recommendations for inquiries into various 
sources of evidence. The key objective of this research was to 
investigate workable forensic methodologies and approaches 
that could handle the novel issues presented by digital 
forensics in the IoT context. The major objectives of this 
research endeavour were to create forensic systems and 
investigate IoT forensic frameworks/models to provide 
guidelines for regular forensic operations. 

Early IoT forensics research was primarily conceptual, 
concentrating on topics like frameworks and models. By way 
of example, Oriwoh et al. (2013) investigated theoretical 
digital forensic models for the Internet of Things forensics to 
direct forensic investigations comprising the IoT, that served 
as the foundation for additional forensic theories and 
structures study. In order to prepare IoT environments for 
forensic analysis before prospective cases emerged, they also 
looked into automating forensic solutions. A few survey 
studies, including those by [37] Chernyshev et al., 2018, who 
primarily concentrated on theoretical digital forensic 
frameworks that could be implemented in IoT contexts, 
addressed the difficulties of IoT forensics. In order to deliver 
accurate information, Bréda et al. examined the least 
functional forensic needs of IoT devices. IoT forensics 
gathering and analysing information raise a number of legal 
issues, which Losavio et al. in-depth analysed. [4] presented 
an innovative visual aid framework for completely blind 
people, which takes the form of a pair of glasses. The 
following are some of the most essential characteristics of the 
proposed device. The complicated algorithm processing is 
carried out on the Raspberry Pi 3 Model B+, which has 
low-end computing power. Using a combination of camera 
and ultrasound sensors and GPSbased location tracking for 
use in a navigation system, this Internet of things-based 
device offers advanced dual detection and distance 
measurement capabilities. This device makes it possible to 
have better access, solace, and navigational ease to blind 
people [6] discussed that Smart wearables are redefining the 
way people move and behave in real-time. Workers will be 
alerted to the presence of toxic gases as well as be tracked in 
the event of an accident if this system is implemented. 
Additionally, the instrument has sensors for methane and 
carbon monoxide gases included in its design. The prototype 
can detect gas in the air, the rate of the miner's breathing, the 
change in temperature and humidity, and the miner's location 
at all times. Wi-Fi will be used to transmit all of these 
parameters to a dynamic internet protocol. Every one of them 
will be able to make it through the shield. This way, all 
mineworkers can be monitored, and if something goes 
wrong, the miner can be rescued as quickly as possible. Using 
a pulse sensor on the miner's body, the base camp can track 
the miner's GPS location. It may be necessary to dig a coal 
mine as soon as possible to save the most people in a disaster. 
With the help of IoT, we can build a database and, if 
necessary, communicate with a nearby hospital. Our final 
consideration will look at market trends and challenges for 
WHDs to keep in mind 

There have also been surveys looking into IoT forensics in 
various applications for the Internet of Things, including 
smart TVs, fitness trackers, cars, and smart cities as well. In 
this regard, some academics examined the forensic issues 
raised by smart TVs, whereas some concentrated on 
equipment for health and fitness. In addition, some 
academics looked at forensic difficulties in cars, while others 
looked into forensic difficulties in smart cities. The goal of 
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IoT forensics research from 2010 to 2018 was to 
build forensic systems that could handle the additional 
problems of digital forensics in the IoT context as well as to 
investigate workable forensic procedures and techniques. 

III. IOT AND DIGITAL FORENSICS 

Identification, acquisition, data recovery, forensic 
analysis, and reporting are the phases of digital forensics. The 
step of identification involves finding the digital devices that 
could have important evidence on them. This involves 
determining the kind of device, where it is, and any possible 
sources of proof. The second stage of acquisition involves 
how a forensic image of the gadgets or data storage media is 
obtained. In this procedure, the device or media are precisely 
duplicated without any alteration or loss of the original data. 
Data Recovery involves retrieving deleted, hidden, or 
encrypted data with the help of specialized tools and 
methods. This phase entails locating and gathering any 
pertinent information that might be used as proof. The 
forensic analyst examines the data during the analysis phase 
to determine its authenticity and significance. Examining the 
data is necessary to find any trends, associations, or 
irregularities that might point to criminal behavior or other 
important information. The forensic analyst then produces an 
in-depth report that outlines the analysis' results during the 
reporting stage. All pertinent information that might be 
relevant in legal procedures should be included in the report, 
which should be precise, unambiguous, and straightforward. 
To ensure that the evidence is eligible to be in a court of law, 
it is essential that one bears in mind that all of these steps 
must be performed without compromising the purity of the 
evidence. 

A. Difference in standard Digital Forensics and IoT 
Digital Forensics 

There may need to be some adjustments made to the 
standard digital forensics procedure for digital inquiries 
involving IoT devices. This is due to the fact that IoT devices 
frequently have distinctive properties and may be linked in 
intricate ways that call for specialized skills and equipment. 
The sheer quantity of devices employed is one of the key 
distinctions between digital forensics and IoT digital 
investigations. IoT equipment can be found in a range of 
locations, including homes, workplaces, public areas, and 
industrial settings. In order to locate, gather, and evaluate 
data from an extensive number of devices, analysts might 
require to use specialized equipment and techniques. The 
type of data that is gathered is another significant distinction. 
A broad range of data types, including sensor data, network 
traffic, and user activity logs, may be collected by IoT 
devices. It's possible that this data is unstructured or 
semi-structured, which can make it more challenging to 
interpret and evaluate. 

 

B. Stages in IoT Forensics 

The stages of identification, acquisition, data recovery, and 
forensic analysis used in digital forensics are comparable to 
those in conventional digital investigations as in Figure 2. 
There are, however, some extra factors that are unique to IoT 
devices: 

 
Identification: A broad range of devices, such as sensors, 

gateways, and controllers, may need to be identified during 
IoT investigations. To recognize these devices and ascertain 
their role within the network, investigators may require the 
use of specialized tools. 

 
Acquisition: Because IoT devices may be constantly 

transmitting data over networks, it may be necessary for 
investigators to use specialized tools to capture network 
traffic in real-time. Additionally, they might need to buy 
firmware and other software parts tailored to the gadget. 

 
Data Recovery: In IoT inquiries, data recovery may entail 

gathering information from numerous hardware and software 
components, such as sensors, gateways, and cloud-based 
services. In order to extract and analyze information from 
these sources, investigators might need to use specialized 
tools. 

 
In IoT inquiries, forensic analysis may entail comparing 

information from various sources to reconstruct events and 
pinpoint the origin of an incident. To spot patterns and 
anomalies in data from sensors, network traffic, and other 
sources, investigators may need to use specialized tools. 

 

 
Figure 2. Comparison between conventional and IoT 

investigation complexities 
 

IV. ATTACKS ON IOT AND DIGITAL FORENSICS 

 
IoT devices are being used in a variety of areas with their 

applications growing in popularity. However, they are also 
susceptible to various types of crimes, such as side-channel 
attacks, malware, DoS attacks, and MitM attacks. By 
examining digital evidence to ascertain the source and extent 
of the attack, digital forensics methods can help in both 
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identifying and mitigating such attacks. By using 
this data, security steps can be strengthened, future incidents 
can be avoided, and attackers can be made accountable. 
However, because of the enormous volume of data generated, 
the complexity of the system, and the requirement for 
real-time monitoring and response, digital forensics in IoT 
environments poses particular difficulties. 

The perception layer, network layer, and application layer 
are the three main layers in IoT device’s function. To make it 
possible for IoT devices to work properly, each layer must 
carry out specific tasks. These levels are nevertheless 
susceptible to various cyberattacks that may jeopardize the 
availability, integrity, and confidentiality of IoT systems and 
data. 

Attacks on the layer of perception may entail modifying or 
replacing sensors to produce incorrect measurements or data. 
By examining the sensor data to find discrepancies or 
inconsistencies, digital forensics can help identify these kinds 
of crimes. Network layer attacks may involve intercepting or 
changing data transfers, leading to unauthorized access or 
data loss. Such attacks can be detected and mitigated using 
digital forensics methods like packet analysis and network 
traffic tracking. 

Attacks on the application layer could involve using 
advantage of flaws in the firmware or software used for data 
processing and analysis. By examining application logs and 
system data to ascertain the origin and extent of the attack, 
digital forensics can help detect and mitigate such attacks. 

 

A. Physical Attacks 

    Any type of attack on IoT technology that includes 
direct physical contact with an IoT device or network 
infrastructure, such as stealing or tampering with IoT 
devices, is referred to as a physical attack. Any form of 
attack, such as node tampering, that takes advantage of 
weaknesses in IoT systems to breach the security and privacy 
of IoT networks and their users is considered an IoT crime. 

 
Table 1. Physical Attacks 

Sr. 
No 

Attack 
Name 

Description Mitigation Ref 

1. Node 
Tampering 

An attacker 
who gains 
physical access 
to an IoT node 
may use that 
access to 
perform 
unauthorized 
actions, key 
retrieval, and 
key 
destruction. 

This type of 
attack can be 
stopped by 
authentication 
and 
cryptography. It 
can also be 
reduced by using 
tamper-resistant 
designs, 
inspecting IoT 
devices 
frequently, and 
using security 
features that can 
spot tampering 
efforts. 

[59] 

2. Sleep 
deprivation 
attack 

The intruder's 
objective is to 
deplete the 
power supply, 
which will 
ultimately lead 
to the IoT node 
to close down. 
The attack 
entails keeping 
the node in an 
active state 
longer than 
necessary, 
which 
eventually 
leads to its 
shutdown. IoT 
sensors have a 
limited power 
supply because 
they depend on 
batteries. 

Such attacks can 
be recognized 
and predicted 
with the help of 
intrusion 
monitoring 
systems and 
methods like 
deep learning. 

[60] 

3. Malicious 
code 
injection 

When a hacker 
introduces 
harmful code 
into an Internet 
of Things 
network, there 
is a chance that 
the node will 
shut down or, 
in the worst 
situation, that 
the attacker 
will gain full 
control of the 
node. 

The attacker can 
access all of the 
node's security 
data, including 
its replication 
and injection if 
they work 
together with the 
injected attack. 

[61] 
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4. Physical 
theft 

The intruder 
sneaks into the 
actual 
hardware or 
important 
items. Many 
different 
sectors and 
locations will 
have internet 
of things (IoT) 
equipment put 
in place, 
allowing 
access to them 
easy. This is 
particularly 
true given that 
sensors will be 
dispersed 
throughout 
accessible and 
public spaces, 
such as 
agricultural 
fields, roads, 
and 
transportation 
systems. 

Implementing 
physical security 
measures, such 
as locks, 
cameras, or GPS 
monitoring, can 
lessen the 
impact of this 
kind of attack. 

 

 

B. Software Attacks 

Any form of attack that takes advantage of software 
weaknesses in IoT systems is referred to as a software attack 
that targets IoT technology. Such attacks have the potential to 
threaten the security and privacy of IoT networks and their 
users, which could lead to data theft or identity theft. 

 
 
 
 

Table 2. Software Attacks 

Sr. 
No 

Attack 
Name 

Description Mitigation Ref 

1. Phishing 
attacks 

The attacker 
can obtain 
information 
like login and 
password 
through email 
spoofing. The 
information 
obtained can be 
used by the 

One of the best 
strategies for 
preventing 
phishing attacks 
is awareness. 

 

attacker to gain 
unauthorized 
access to a the 
target's 
account, which 
may have 
gained access 
to an IoT 
device control 
system, in the 
context of IoT, 
where 
passwords 
serve as a 
gateway to 
sensitive data. 

2. Malicious 
script 

The attacker 
introduces a 
harmful 
program into 
the server, 
which allows 
the attacker 
entry into the 
system. 

The Randomized 
Watermarking 
Filtering Scheme 
(RWFS) has a 
sensor that 
detects and 
removes 
deceitful data. 
This approach 
generates a 
watermark that 
records all data 
and is useful for 
forensics. 

[62] 

3. Malware The intruder 
can harm the 
system through 
the usage of 
malicious code, 
such as viruses, 
worms, and 
Trojan horses. 
These snippets 
of code spread 
themselves via 
email and 
download from 
the internet. 
The worms can 
reproduce 
without 
assistance from 
individuals. 

Performing a 
signature-based 
detection and 
keeping a record 
of all malware 
are forensic 
methods to stop 
this malware 
attack. 
Furthermore, 
malware attack 
detection may be 
aided by machine 
learning and the 
development of 
zero-day skills.  

[60] 

 

C. Network Attacks 

Attacks that can arise from the networks that link 
different IoT components together are called network attacks. 
IoT system protocols may have security flaws that have an 
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impact on the complete system. IoT devices are 
also vulnerable to well-known network attacks like spoofing 
and denial of service (DoS). 

Table 3. Network Attacks 

Sr. 
No 

Attack Name Description Mitigation Ref 

1. Denial of Service The attacker 
floods the 
network with 
large amounts 
of data, 
consuming 
the system 
and rendering 
it inaccessible 
to legitimate 
users. 

JPCAP, a 
forensic 
technique, can 
be employed to 
capture traffic 
and differentiate 
between 
cyberattacks 
and genuine live 
traffic. CEPID 
(Complex Event 
Processing 
Intrusion 
Detection), 
another forensic 
tool, also 
proposed a 
layered 
framework for 
conducting 
traffic 
monitoring, 
network 
analysis, and 
event handling 
to limit unusual 
behaviour. 

[60] 

2. Man-in-the-middle 
attack 

A hacker 
obscenely 
eavesdrops on 
or 
manipulates 
two parties' 
private 
conversations. 
The attacker 
might even 
deceive the 
target in order 
to learn more. 

The attempt can 
be stopped by 
employing an 
electronic 
signature-driven 
authentication 
technique and 
continuously 
keeping an eye 
on the IoT 
nodes. 

[60] 

3. Sybil attacks An infected 
node that can 
assume the 
names of 
numerous IoT 
nodes is 
known as a 
Sybil attack. 
Duplication 
and 
misleading 
data are the 
consequences 
of this. 

By 
incorporating an 
RSS-based 
identification 
technique, the 
attack can be 
forensically 
examined, and 
its efficacy can 
be evaluated 
using network 
distinct 
configurations. 

[63] 
[64] 

 

V. OPEN ISSUES 

IoT technology generally faces a number of 
difficulties, including key management, an essential job for 
IoT security. The absence of perfect forensic tools, however, 
continues to be the biggest problem facing the subject and 
community of digital forensics. Although technology has 
greatly advanced, the community of digital forensic 
professionals has not effectively used the tools to their 
benefit. It is unavoidable to choose cloud storage given the 
novel paradigm of rising space utilization. Storage issues 
may be less of a problem if the forensic case has a dedicated 
cloud space. The previously mentioned problem has a close 
connection to a second issue: the forensic tools must be 
user-friendly and adaptable to the degree of expertise of the 
forensic staff. An important discovery [65] is a tool that can 
handle a huge amount of IoT intelligence, determine 
keywords, and analyze the resulting proof. Data analysis is a 
vital and time-consuming process.   

VI. CONCLUSION 

The paper provides a brief overview of digital 
forensics and investigations in IoT systems and technologies. 
Device security and attack-related investigations are crucial 
given the growing interconnection of devices. We've 
compiled a list of recent works in the area of IoT forensics. 
Regarding the typical procedure and key differences, we have 
outlined the primary distinctions between conventional and 
Internet of Things (IoT) investigations. Except for the 
presentation stage, our findings indicate that the complexity 
of IoT investigations will increase in different ways. 
Additionally, we provided a summary of the majority of 
typical computer attacks against the Internet of Things and 
some investigative techniques to help with some of their 
challenges. We have taken into account the fact that IoT 
digital forensics is an emerging in technology for 
investigators.  
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