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Abstract -Recently, more and more 

attention is paid to reversible data hiding 

(RDH) in encrypted images, since it 

maintains the excellent property that the 

original cover can be losslessly recovered 

after embedded data is extracted while 

protecting the image content’s 

confidentiality. All previous methods embed 

data by reversibly vacating room from the 

encrypted images, which may subject to 

some errors on data extraction and/or image 

restoration. Here, a novel method is 

proposed so as to reserve room before 

encryption with a traditional RDH 

algorithm, and thus it is easy for the data 

hider to reversibly embed data in the 

encrypted image. The proposed method can 

achieve real reversibility, i.e.,data extraction 

and image recovery are free of any error. 
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I. INTRODUCTION 

ReversibleDataHidinginimagesisatec

hnique,bywhichtheoriginalcovercanbelossles

slyrecoveredaftertheembeddedmessageis   

extracted.This   important 
techniqueiswidelyusedinmedicalimagery,militaryi

magery 

andlawforensics,civilconstructionswherenodistorti

onoftheoriginal cover is allowed.A.Forhiding 

data inan image 

Segmentstheencryptedimageintoanum

berofnon-

overlappingblocks;eachblockisusedtocarryone

additionalbit.Theerrorrateisreducedbyfullyexp

loitingthepixelsincalculatingthesmoothnessof

eachblockandusingsidematch.Here,anovelmet

hodisproposedsoastoencryptimagesusingRDH

,forwhich“vacateroomafterencryption”isnotdo

nebut“reserveroombeforeencryption”where,fir

stemptyoutroombyembeddingLSBsofsomepix

elsintootherpixelswithatraditionalRDHmetho

dandthenencrypttheimage,sothepositions 

ofthese LSBsin the encrypted. 

 

II. PREVIOUSMETHODS 
ThePreviousmethodcanbesummarize

dastheframework,“vacatingroomafterencrypt

ion(VRAE)”,asillustratedinFigure.(a).Inthisfr

amework,acontentownerencryptstheoriginali

mageusingastandardcipherwithanencryption

key.Afterproducingtheencryptedimage,theco

ntentownerhandsoverittoadatahiderandthedat

ahidercanembedsomeauxiliarydataintotheenc

ryptedimagebylosslesslyvacatingsomerooma

ccordingtoadatahidingkey.Thenareceiver,ma

ybethecontentownerhimselforanauthorizedth

irdpartycanextracttheembeddeddatawith   the   

data   hiding   encrypted   version according 

to the encryption key. 
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Figure .1 FrameworkVRAE 
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Thismethodsegmentstheencryptedima

geintoanumberofnon-

overlappingblockssizedbya×a,eachblockisuse

dtocarryoneadditionalbit.Todothis,pixelsineac

hblockarepseudo-randomlydividedinto two 

sets. 

S1andS2accordingtoadatahidingkey.If

theadditionalbittobeembeddedis0,flipthe3LSB

sofeachencryptedpixelinS1,otherwiseflipthe3e

ncryptedLSBsofpixelsinS2.Fordataextractiona

ndimagerecovery,thereceiverflips.allthethreeL

SBsofpixelsinS1toformanewdecryptedblock,a

ndflipsallthethreeLSBsofpixelsinS2toformano

thernewblock;oneofthemwillbedecryptedtothe

originalblock.Duetospatialcorrelationinnatural

images,originalblockispresumedtobemuchsmo

otherthaninterferedblockandembeddedbitcanb

eextractedcorrespondingly.However,thereisari

skofdefeatofbitextractionandimagerecoveryw

hendividedblockisrelativelysmallor hasmuch 

fine-detailed textures. 

 

III. PROPOSEDMETHOD 

 

Sincelosslesslyvacatingroomfro

mtheencryptedimagesisrelativelydifficult

andsometimesinefficientandreversingtheo

rderofencryptionandvacatingroom,i.e.,res

ervingroompriortoimageencryptionatcont

entownerside,theRDHtasksinencrypted 

images wouldbemorenatural 

andmucheasierwhichleadstothenovelfram

ework,“ReservingRoomBeforeEncryptio

n(RRBE)”.AsshowninFigure.(b),theconte

ntownerfirstreserveenoughspaceonorigin

alimageandthenconvertstheimageintoitse

ncryptedversionwiththeencryptionkey

. 
 

 

 
 

Figure 2.FrameworkRRBE 
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Now,thedataembeddingprocessinencr

yptedimagesisinherentlyreversibleforthedata

hiderwhichneedstoaccommodatedataintothes

parespacepreviousemptiedout.Thedataextract

ionandimagerecoveryareidenticaltothatofFra

meworkVRAE.Obviously,standardRDHalgo

rithmsaretheidealoperatorforreservingroomb

eforeencryptionandcanbeeasilyappliedtoFra

meworkRRBEtoachievebetterperformanceco

mpared with 

techniquesfromFrameworkVRAE.Thisisbeca

useinthisnewframework,thecustomaryideaisf

ollowedi.e.,firstlosslesslycompressestheredu

ndantimagecontent(e.g.,usingexcellentRDHt

echniques)andthenencryptsitwithrespecttopr

otectingprivacy.Next,elaborateapracticalmet

hodbasedontheFramework“RRBE”,whichpri

marilyconsistsoffourstages:generationofencr

yptedimage,datahidinginencryptedimage,dat

aextractionandimagerecovery,dataextractiona

nd image restoration. 

 

A. GenerationofEncryptedImage 

 

Actually,toconstructtheencryptedimage,t

hefirst stagecanbe 

dividedintothreesteps:imagepartition,self-

reversibleembeddingfollowedbyimageencryp

tion.At  the  beginning,imagepartitionstep 

dividesoriginalimageintotwopartsAandB;

then,theLSBsofAarereversiblyembeddedi

ntoBwithastandardRDHalgorithmsothatL

SBsofAcanbeusedforaccommodatingmes

sages;atlast,encrypttherearrangedimageto

generateitsfinalversion. 

 

B.ImagePartition 

 

The reserving room 

 beforeencryptionisastandardRDHt

echnique,sothegoalofimagepartitionistoc

onstructasmoother area,on which 

standard 

RDHalgorithmscanachievebetterperforma

nce.To do that, without loss of 

generality,assumetheoriginalimageisan8b

itsgray-

scaleimagewithitssizeM×NandpixelsCi,jϵ

[0,255],1≤i≤M≤j≤N.First,thecontentowne

rextractsfromthe 

originalimage,alongtherows,severaloverl

appingblockswhosenumberisdeterminedb

ythesizeoftobeembeddedmessages,denote

dbyl.In detail, everyblock consists of 

mrows,where,m=[l/N]andthenumberofbl

ockscanbecomputedthroughn=M-

m+1.Animportantpointhereisthateachbloc

kisoverlapped by pervious and/or 

 subsequentialblocksalongtherows.

Foreachblock,defineafunctiontomeasureit

sfirst-order smoothness.  The

 content owner, 

 

therefore,selectstheparticularblockwiththe 

highest to beA, andputs it to the front 

oftheimageconcatenatedbytherestpartwithfe

wer texturedareas. 

 

C.Self-ReversibleEmbedding 

 
Thegoalofself-

reversibleembeddingistoembedtheLSB-

planesofAintoBbyemployingtraditionalRDH

algorithms.Notethatthisstepdoesnotrelyonan

yspecificRDHalgorithm.Pixelsintherestofima

geBarefirstcategorizedintotwosets:whitepixels

withitsindicesiandjsatisfying(i+j)mod2=0andb

lackpixels 

whoseindicesmeet(i+j)mod2=1,asshown in 

Figure(C). 

 

Furthercalculatethe 

estimatingerrorsofblackpixelswiththehelpofs

urroundingwhitepixels 

thatmayhavebeenmodified.Thenanotherestim

atingerrorsequenceis 
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generatedwhichcanaccommodatemessagesa

ndcanalsoimplementmultilayerembeddingsc

hemebyconsidering themodifiedB 

as“original”onewhenneeded.Insummary,toe

xploitallpixelsofB,twoestimatingerrorsequen

cesareconstructedforembeddingmessagesine

verysingle-layerembeddingprocess 

 

 

 

 
(3) 

 
Figure 3.Illustration ofimagepartition and embeddingprocess 

 

 

C)Image Encryption 

 

Afterrearrangedself-

embeddedimage,denotedbyX,isgenerated.Th

enencryptXtoconstructtheencryptedimage,de

notedbyE.Withastreamcipher,theencryptionv

ersionofXiseasilyobtained. 

B.DataHidinginEncryptedImageOncethedata

hideracquirestheencryptedimage, 

hecanembedsomedataintoit,althoughhedoesn

otgetaccesstotheoriginalimage.Theembeddin

gprocessstartswithlocatingthe encrypted 

version ofA, denotedbyS. 

 

SinceShasbeenrearrangedtothetopof

E,itiseffortlessforthedatahidertoread10bitsinf

ormationinLSBsoffirst10encryptedpixels.Aft

erknowinghowmany 
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bit-

planesandrowsofpixelshecanmodify,thedatah

idersimplyadoptsLSBreplacementtosubstitut

etheavailablebit-

planeswithadditionaldatam.Finally,thedatahi

dersetsalabelfollowingmtopointouttheendpos

itionofembeddingprocessandfurtherencrypts

maccordingtothedatahidingkeytoformulatem

arkedencryptedimagedenotedbyS.Anyonewh

odoesnotpossessthedatahidingkeycouldnotex

tractthe additionaldata. 

 

D.Data Extraction and Image Recovery 

Sincedataextractioniscompletelyinde

pendentfromimagedecryption,theorderofthe

mimpliestwodifferentpracticalapplications. 

 

Case1:ExtractingDatafromEncryptedImages 

 

Tomanageandupdatepersonalinforma

tionofimageswhichareencryptedforprotecting

clients’privacy,aninferiordatabasemanager 

mayonlygetaccesstothedatahidingkeyandhav

etomanipulatedatainencrypteddomain.Theor

derofdataextractionbeforeimagedecryptiongu

aranteesthefeasibilityofourworkinthiscase.W

henthedatabasemanagergetsthedatahidingkey

,hecandecrypttheLSB-

planesofSandextracttheadditionaldatambydir

ectlyreadingthedecryptedversion.Whenreque

stingfor 

updatinginformationofencryptedimages,thed

atabasemanager,then,updatesinformationthro

ughLSBreplacementandencryptsupdatedinfor

mationaccordingtothedatahidingkeyallovera

gain.Asthewholeprocessisentirelyoperatedon

encrypteddomain,itavoids the leakage of 

original content. 
 

Case2: Extracting Data 

fromDecryptedImages 

 

InCase1,bothembeddingandextracti

onofthedataaremanipulatedinencrypteddom

ain.Ontheotherhand,thereisadifferentsituati

onthattheuserwantstodecrypttheimagefirsta

ndextractsthedatafromthedecryptedimagewh

enitisneeded.Thefollowingexampleisanappli

cationforsuchscenario.AssumeAliceoutsourc

edherimagestoacloudserver,andtheimagesare

encryptedtoprotecttheircontents.Inthatencryp

tedimages,thecloudservermarkstheimagesby

embeddingsomenotation,includingtheidentit

yoftheimageowner,theidentityofthecloudserv

erandtimestamps, to manage the 

encryptedimages. 

 

Notethatthecloudserverhasnorighttod

oanypermanentdamagetotheimages.Nowana

uthorizeduser,Bobwhohasbeensharedtheencr

yptionkeyandthedatahidingkey,downloadeda

nddecryptedtheimages.Bobhopedtogetmarke

ddecryptedimages,i.e.,decryptedimagesstillin

cludingthenotation,whichcanbeusedtotraceth

esourceandhistoryofthedata.Theorderofimag

edecryptionbefore/withoutdataextractionispe

rfectlysuitablefor this case. 

 

IV. EXPERIMENTALRESULTSANDCO

MPARISON 

 
WetakestandardimageLena, 

showninFigure(D),todemonstratethefeasibilit

yofproposedmethod.Figure(E)is 

theencryptedimagecontainingembeddedmess

agesandthedecryptedversionwithmessagesisil

lustratedinFigure(G).Figure 

(H)depicts 

therecoveryversionwhichisidenticaltooriginal

image.TheReversibleDataHidingwillbetested

onpublicavailablestandardimages,whichinclu

deLena,Airplane,Barbara,Baboon,Peppersan

dBoat.Thesizeofallimagesis512×512 

×8. 

 

 

 

Theoriginalimageusedhereisababooni

mage.Thisimageisencryptedandthensomeaddit

ionaldataareembeddedintoit.Figure(5)isadigita

lwatermarkaddedtoaimage,isamoreorlessvisib

leinformationintheformofatextorsomeotherim

agethathasbeenaddedtotheoriginalimage.Thea
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ddedinformationcan 

bemoreorlesstransparenttomakeiteithereasyo

rhardtonoticethewatermark.Therearevarioust

echniquesforhidingtheinformationintheform

ofdigitalcontentslikeimage,text,audioandvide

o.Basicallydigitalwatermarkingisamethodfore

mbeddingsomesecretinformationandadditiona

linformationinthecoverimagewhichcanlaterbe

extractedordetectedforvariouspurposeslike    

authentication.
 

 
 

   
 

(4) (5) (6) 
 

 

 
 

  
 

(7) (8) 

 

 

Figure(4)Original image,(5)Encryptedimage,(6) Image containing messages, 

(7)decryptedimage,(8)Recoveryversion 
 

TableIshowsthecomparisonresultsme

asuredbyPSNRfordifferentimages,wherethee

mbeddingrateismeasuredby 

bitsperpixel(bpp).ThechoiceofsingleLSB-

planeoutperformstheothertwoatlowembeddin

gratelevels(lessthan0.2bpp).It
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isconsistentwithourintuitiveunderstanding,w

henembeddingrateissmall,hasthecapacitytoe

mbedLSBsofinasingleroundwithoutsizeenlar

gement.Furthermore,wepreferusingtwoLSB-

planestosingleonewhentheirperformancearec

ompetitiveinembeddingraterangefrom0.2to0.

3bpp.Thisisbecausebyallocatingpartdistortio

nofinto,the“cut”artifactcanbereducedto 

certaindegree.ThePeakSignaltoNoiseRatio 

 

 

(PSNR)whichistheratioofmaximumsignalpo

wertothatofthepowerofnoiseiscalculatedforth

epurposeofreconstructionoftheoriginalimage.

Inpractice,weutilizesingleLSB-

planetoembedmessageswhenembeddingratei

slessthan0.25bpp,andswitchtotwoLSB-

planeswithembeddingratelargerthan0.25 bpp. 

 

 

 

 

V. CONCLUSION 

VI.  

Reversibledatahidinginencryptedima

gesisanewtopicdrawingattentionbecauseofthe

privacypreservingrequirementsfromclouddat

amanagement.PreviousmethodsimplementR

DHinencryptedimagesbyvacatingroomaftere

ncryption,asopposedtowhichreservingroomb

eforeencryptionis 

proposed.Thusthedatahidercanbenefitfromth

eextraspaceemptiedoutinpreviousstagetomak

edatahidingprocesseffortless.Theproposedme

thodcantakeadvantageofalltraditionalRDH  

techniquesfor  plain  

imagesandachieveexcellentperformancewith

outlossofperfectsecrecy.Furthermore,thisnov

elmethodcanachieverealreversibility,separate

dataextractionandgreatly 

 

 

 

improvementonthequalityofmarkeddecrypted 

images. 
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