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Abstract

Cloud computing is wide technology that
provides services either hardware or
application services on demand. These
services are used by customers to perform
their tasks. The customers are getting
addicted to these flexible, scalable and pay

per use services provided by different cloud

1. INTRODUCTION

Cloud computing is an amalgation of
various technologies like grid computing,
ubiquitous computing, services oriented
architecture (SOA) and many more [1]. The
technology is alluring various organizations
and companies to use their application
oriented services and perform tasks in lesser
time. Since it utilizes services from various
areas, so it must provide some security
mechanisms to prevent loss of data from
untrusted sites and vendors. Various cloud

privacy problems are related to industry like

vendors. Keeping this in mind, the paper
introduces an authentication technique by
generating password at client end. It
prevents third party from accessing data at

client end.

Index terms

Authentication, cloud computing, cloud

security and password generation

data access, data segregation, lack of trust,
lack of virtualization & verification of
identity and signatures. All those issues need
to be reduced so as to make secure data
access from cloud. The paper devised a
technique of securing data by generating

OTP (One time Password) at client side.

The following paper is organized as follow:
section2 presents various studies and their
failures in context of cloud authentication.
Section 3 describes proposed password

authentication scheme. It also presents
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algorithm for generating unique password at

client side. Section 4 concludes the given

2. LITERATURE SURVEY

Several studies have been led by researchers
in context of authentication that can lead to

various password generation techniques.

Zhu et.al [2] proposed graphical passwords
to make secure usage of cloud services. It
uses dignified image of text that is not seen
by outside users. But this failed due to larger
memory space than given cloud area. Waters
et.al [3] also worked on showing graphical
results via graphical password generator but
it is very time consuming. So, it has failed.
Safir et.al [4] tried to propose user identity

management protocol by using text

3. Proposed password authentication scheme

The technique helps to secure data from
untrusted sites and vendors by introducing
alphanumeric and white spaces password
generation technique at client end. The user
is allowed to register first at cloud vendor
site. Then, he/she is required to enter his
personal details for completing registration

process. Then, it is redirected to vender site

paper.

password for securing data. But it has its its
limitations like text password is easy to
break by brutal attacks. Goh etal [5]
proposed secure indexing model by using
simple as well as graphical password
technique without taking care of customer
details. Kan yang et.al [6] proposed data
access control mechanism for storing data in
secured way. Alzain et.al [7] studied various
reports in context of cloud privacy and
security. Ruj et.al [8] used decentralization
technique for accessing of data. But they
failed to avoid risk of intruders and

attackers.

(server side) and it generates an OTP on
users personalized devices like laptops,
mobiles etc. After entering OTP, users can
get his login credential form that contains
users name & password field. In this form,
user is asked to enter username and
password with alphanumeric and special

characters.
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With this multi password generation, only services on its cloud. The layout of proposed
particular user can access data and use scheme is given below:-
client r I & E N EEN I} LI | - .- u 1 I Sewer
| 1
| I
user Registration ]
: g ] vendorsite
/] | enter details and submit (cloud providers)
I 1
I send OTP |

l enter desired OTP

v T _vendorapproves OTP

I login form

I | usemame [__]

password should be
I password = _9 alphanumeric and

: | Ellﬁliﬁ | ! contain special
password generation system
Fig 1: Password authentication Scheme
3.1. Algorithm for password generation
Input: -> user details, name, ID, type of Password-gen-algo (client, password

services wants to subscribe, signature. generation, server)

Output: -> multi-password
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-> Initialize client as x, password-

generation say y and server as z.
-> Enter user details (X, y, and z)

-> Complete registration process (X, y, and

z)

-> Server generates OTP at client devises (x,

y, z+1)

/l here server gets updated as it has to

move to other location for generating OTP//.

->Client enters OTP (x+1, y, z+1)

4. CONCLUSION

Cloud security is one of major concerns that
need to be addressed. Although -cloud
computing provides scalable and ease to use
services but if data is not kept secure then it
is of no use. Cloud standards must be
maintained for ensuring authenticity and
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